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Summary 

• Introductory Concepts on Critical Information Infrastructures (CII) 

• Survivability-Oriented Interdiction Models 

• Resource Allocation Strategy Models 

• for Protecting CII Physical Components 

• for CII Service Restoration 

• Survivable Design Models 

• Future Research Suggestions 

• Conclusions 

• References 



3 / 15 

Introductory Concepts on CII 

Critical Infrastructures (CI): primary physical structures, technical facilities 

and systems which are socially, economically or operationally essential to the 

functioning of a society or community, both in routine circumstances and in the 

extreme circumstances of an emergency (UNISDR, 2009)  
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Introductory Concepts on CII 

Critical Infrastructures (CII): those systems, belonging to the Information and 

Communication Technology (ICT), which are critical not just for their own sakes 

but for other CI that may rely on them (Theron, 2013) 

 

Examples of CII (Patterson and Personick, 2003): 
• the public telephone network 

• the Internet 

• terrestrial and satellite wireless networks 

 

Physical or logical attacks may affect a CII 
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Introductory Concepts on CII 
Emerging issues 

1. What are the most critical elements of the system whose disruption would 

significantly degrade the system’s normal functioning? 

2. How can such events be prevented or mitigated through a means of resource 

allocation plans, aimed at solving either protection or recovery issues? 

3. Is it possible to build infrastructures which are intrinsically able to resist service 

breakdown when a disruption occurs? 

 

Optimization models 

1. Survivability-Oriented Interdiction Models 

2. Resource Allocation Strategy Models 

3. Survivable Design Models 

 

 

 

Pre-existing Systems 

New Systems 
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Survivability-Oriented Interdiction Models 

Aim of Interdiction Models 

To identify the most critical network components, the ones whose disruption 

would inflict the most serious damage to the system 

 

Impact metrics of Interdiction Models for CII 

• Network reliability 

• Network survivability (Murray, 2013) 
• Physical survivability (e.g., maximal flow (Wollmer, 1964), shortest path (Corley and 

David, 1982), connectivity (Soni et al., 1999; Lin et al., 2011), system flow (Myung and Kim, 

2004; Murray et al., 2007))  

• Logical survivability 
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Survivability-Oriented Interdiction Models 

•

Total Disrupted Flow Maximization 

Flow Disruption 

Exactly r Arcs are Disrupted 

Binary Variables 
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Survivability-Oriented Interdiction Models 
•
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Resource Allocation Strategy Models 

Aim of Resource Allocation Strategy Models 

To optimize the allocation of resources (i.e., budget) in order to deal with either 

protection or recovery issues 

 

CII Protection (Viduto et al., 2012) 

• Technical protection (e.g., security administration) 

• Management protection (e.g., technical training) 

• Operational protection (e.g., physical security) 

 

Service Recovery builds on System Survivability 
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Resource Allocation Strategy Models 

•

Highest Flow Loss Minimization 

Budgetary Resources 

SIM Constraints 

Binary Variables 

Highest Flow Loss 

Component’s Protection 
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Resource Allocation Strategy Models 

•

System Flow Maximization 

Binary Variables 

System Cost Minimization 

Connectivity 

Path Availability 

Component’s Repair 

Budgetary Resources 
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Resource Allocation Strategy Models 

Insights on Resource Allocation Strategy Models 
 

• CII Physical Components’ Protection 

• Protection investments over time (Starita and Scaparra, 2016, as an example within the transportation 

infrastructure context)  

• Element protection may reduce its probability of failure  

• Other issues: 

• Uncertainty in the number of simultaneous components’ losses (Liberatore et al., 2011) 

• Correlation among components failures (Liberatore et al., 2012)  

 

• CII Service Restoration 

• Component repair duration along with repair activities scheduling (Nurre et al., 2012) 

• Multiple interdependent infrastructure systems (e.g., power, telecommunication, water) restoration (Sharkey 

et al., 2015) 

• Relevance of information sharing and coordination among infrastructures (Sharkey et al., 2015) 
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Survivable Design Models 

Aim of Design Models 

To plan the design of a brand new system in order to meet some specific criteria 

 

Features of Design Models for CII 

• Connectivity requirements 

• Path-length restrictions (Orlowski and Wessäly, 2006) 

• Cost Minimization (Orlowski and Wessäly, 2005) 

• Dedicated settings 
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Future Research Suggestions 
To extend the current optimization models 

• physical and logical survivability issues to be tackled together 

 

To address the probabilistic behaviour of CII under disruptions 
• uncertain parameters (e.g., arc/node availability, repair time) 

• scenario-based modelling 

 

To combine together the current optimization models 
• protection and restoration 

• design and restoration (Orlowski and Wessäly, 2005) 

  

To develop cutting-edge solution methodologies 

 

To incorporate interdependence among multiple CI 
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Conclusions 

This contribution investigated three main research areas in CII Protection: 

• Survivability-Oriented Interdiction Models 

• Resource Allocation Strategy Models (aimed at either Protection or Recovery issues) 

• Survivable Design Models 

 

More work is needed in the CIIP field because CII are large-scale, 

heterogeneous, distributed systems whose complexity is continuously evolving 

in a risky environment 

 

Further research directions have been identified and discussed 

 


